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Abstract: In this paper we perform a quality control over an chaotic masking encryption scheme. We simulate 

a nonlinear system based on Chua’s chaotic oscillator. Simulations were carried out using Multisim, which is 

widely accepted as the circuit simulation software that provides for an interface adequately close to real 

implementation. In order the circuit to be used in chaotic encryption schemes we have implemented a master 

slave chaotic synchronization scheme. We investigate the robustness of the simulation with respect to the 

resistance of the line which connect the two systems. For our results we have figure out that the synchronization 

could be achieved if the line has a total resistance below 3.5kΩ. 
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I. Introduction 
In recent year there have been proposed many circuit based on chaotic operation [1], [2], [3]. The 

Chua’s chaotic circuit it was the first nonlinear circuit to reveal the presence of chaos. Sample circuits with a 

simplify topology with a transistor operated in reverse active region [4]. In addition the presence of chaos could 

be seen and in a differential amplifier topology [5]. The presence of chaos in these circuits has been verified 

using the nonlinear time series analysis[6]. One of the great achievements of the chaos theory is the application 

in secure communications.[7]. 

The goal of the article is to present the performance of a chaotic encryption scheme, simulating the 

path loss over a chaotic masking system. This is very important in order the chaotic encrypted signal to be 

decrypted at the receiver. 

The paper is structured as follow. After a short introduction, a short presentation of Chua’s chaotic 

circuit follows. We achieve the synchronization of two Chua’s circuit using simulation. The evaluation of the 

system is performed changing the path loses between the receiver and transmitter. At the end the conclusion of 

the paper are given 

 

II. The Chua’s Circuit 
In this section we present the Chua’s chaotic oscillator. The circuit is simple circuit which exhibits a 

variety of bifurcation and chaos. The ability to synchronize remote systems through the use of a common drive 

signal provides the potential for coherent communication over deferent channels.[8] 

It consists of simple electronic components resistors, inductor, capacitors and operational amplifiers. 

The L1 inductor and C2 capacitor build a resonant circuit (fig. 1), whereas their values determine the basic 

oscillation frequency[9]. 

The use of mathematical tools is necessary for a more detailed analysis of chaotic circuits. The circuit 

must be described by a suitable mathematical model – by corresponding differential equations [10]. The 

equations bellow describes the behavior of the Chua’s circuit: 
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Where v1 implies the voltage over the capacitor C1, v2 the voltage over the capacitor C2, iL the current 

through the inductance, C1 and C2 the capacitance of the capacitor C1 and C2 respectively. In addition it is needed 

to mention that h(v1) is the nonlinear resistor of the circuit.  The current versus voltage characteristic of this 

resistor could be written as: 
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where 
aG  and 

bG  are the slopes of conductance in the inner and outer regions, which in our case are negative, 

and E  denote the breakpoints [10]. As it easy to be seen, the nonlinear oscillator is coming from a typical RLC 

oscillator.  
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Figure 1: The schematic of the Chua’s circuit. 

 

The realization of the circuit is presented in fig. 1. We have used two TL082CD operational amplifier, 

for realization the nonlinear resistor which is the key factor for the circuit to behave in a chaotic order.  

 

III. The Problem Of Synchronization 
The synchronization of a master slave chaotic scheme could be achieved connection the capacitor C1 of 

the master circuit with the capacitor C2 of the slave circuit [11]. The realization of this synchronization 

technique is presented at fig. 2.  

In fig. 2 from the right hand side is presented the master circuit (transmitter), the circuit is operating in 

a chaotic behavior giving a double scrolled attractor as it can be seen in (fig. 3). The receiver which is presented 

in the left hand side, it is identical with the transmitter ones.  
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Figure 2. The synchronization of two couple chaotic oschilators. 

 

There we have a pair of the Chua’s circuit presented in fig. 1. We have connected the capacitors with a 

resistance free line. As it is expected form theory and verified from the simulation (fig. 3) we can achieve a 

perfect synchronization. Here the v2(t) at the transmitter is identical with v2*(t) at the receiver. As a result in the 

scope we see a y=x line. In fig. 3 the attractor presented in the right figure is presenting the double scroll 

attractor of the receiver. 
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Increasing the resistance of the line at 3.5KΩ we can see a partial synchronization. According to our 

simulation at the begging we can notice a partial synchronization. This could be explained from the difference 

between the transmitted signal and the received one. After a couple of second we receive a perfect 

synchronization which could last for a long time. In fig. 4 at the right hand side is presented the v2(t) at the 

transmitter versus the v2*(t) at the receiver and at the left hide side is presented the chaotic attractor. 

Comparing the chaotic attractors generated at this deferent condition we do not notice any deference in 

the characteristics of the chaotic attractor. In figures bellow the results from the simulation are presented. We 

have changed the resistance from zero ohm to 3.5kΩ, and finally to 10kΩ. 

 

  
Figure 3. There is no resistance which between the connecting line of master and slave (transmitter - 

receiver). Form the left is the attractor and from the right the scope in XY mode were in X represent the voltage 

of C1 and C2 the voltage over C2. 

 

  
Figure 4. The resistance which connect the master-slave oscillator is R=3.5 kΩ. As it can been seen 

there is synchronization. 

 

IV. Conclusion 
In this paper we have presented an implementation of synchronization of Chua’s chaotic circuit. The 

motivation for synchronization of a chaotic circuit is from the fact that this circuit could be used for encryption. 

Chaotic circuits and their digital models, respectively, can be included in any sort of cryptosystems [12]. We 

have used the Multisim, an electronic circuit simulation software, well known for its close to real results. 

After simulating a master – slave coupled chaotic transition scheme we figured out that increasing the 

resistance of the synchronization line more than 3.5kΩ we are not able to have a synchronized system. This 

could reduce the distance between the transmitter and receiver, since the larger the distance the bigger the 

resistance. In the design of a chaotic encryption scheme this problem could be solved with the use of 

amplifications through the line.  
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Figure 5. The resistance which connect the master-slave oscillator is R=10kΩ. As it can been seen 

there is no synchronization. 
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